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Why learn about CYBER CRIMEWhy learn about CYBER CRIME ??

Because Because ––
�� Everybody is using COMPUTERS.Everybody is using COMPUTERS.

�� From white collar criminals to terrorist organizations And From white collar criminals to terrorist organizations And 
from Teenagers to Adultsfrom Teenagers to Adults

�� Conventional crimes like Forgery, extortion, kidnapping Conventional crimes like Forgery, extortion, kidnapping 
etc. are being committed with the help of computersetc. are being committed with the help of computers

�� New generation is growing up with computersNew generation is growing up with computers

�� MOST IMPORTANTMOST IMPORTANT -- Monetary transactions Monetary transactions 
are moving on to the INTERNETare moving on to the INTERNET



WHAT IS COMPUTER CRIME?
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COMPUTER CRIME is any crime where –

• Computer is a target.

• Computer is a tool of crime

• Computer is incidental to crime

IN SHORT
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TypesTypesof Cyber Crimeof Cyber Crime
(This is(This is not exhaustive list of cyber crime)not exhaustive list of cyber crime)

• HACKING

• DENIAL OF SERVICE 
ATTACK

• VIRUS  DISSEMINATION

• SOFTWARE PIRACY
• PORNOGRAPHY
•IRC Crime
•CREDIT CARD FRAUD
•NET EXTORTION

• PHISHING
• SPOOFING
• CYBER STALKING

• CYBER            
DEFAMATION

• THREATENING

• SALAMI ATTACK



11)     )     HACKINGHACKING
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22))DENIAL OF SERVICEDENIAL OF SERVICEATTACKATTACK
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33))VIRUS  DISSEMINATIONVIRUS  DISSEMINATION
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44))SOFTWARE PIRACYSOFTWARE PIRACY

•• Theft of software through the illegal copying of Theft of software through the illegal copying of 
genuine programs or the counterfeiting and genuine programs or the counterfeiting and 
distribution of products intended to pass for the distribution of products intended to pass for the 
original.original.

•• Retail revenue losses worldwide are ever Retail revenue losses worldwide are ever 
increasing due to this crimeincreasing due to this crime

•• Can be done in various waysCan be done in various ways--
End user copying, Hard disk loading, Counterfeiting,  End user copying, Hard disk loading, Counterfeiting,  
Illegal downloads from the internet etc.Illegal downloads from the internet etc.
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55))PORNOGRAPHYPORNOGRAPHY

STOP PORN



PAEDOPHILIESPAEDOPHILIES
THE SLAUGHTER OF INNOCENCETHE SLAUGHTER OF INNOCENCE
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discriminate by race, class, or age 

The Internet Allows Pedophiles
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77) ) CREDIT CARD FRAUD CREDIT CARD FRAUD 

7
�� 
������ �� 	� �
� ���	� ��	���� ������7
�� 
������ �� 	� �
� ���	� ��	���� ������
����	�� � � ���
� ���� ���	� 
�� ��	�  	��
�� �
�������	�� � � ���
� ���� ���	� 
�� ��	�  	��
�� �
���

����	�����
����
�
����	�����
����
�

4��	�	���
���� ����
����
�
� ��	� �
�� 
	���	��4��	�	���
���� ����
����
�
� ��	� �
�� 
	���	��
��	� ��	���� ����� ����	�
� ���� �	� � 
�
�	�� �����	� ��	���� ����� ����	�
� ���� �	� � 
�
�	�� ���
��	� ����	�
� ��
� ���� ��
�
	� ���
� ����� �����	� ����	�
� ��
� ���� ��
�
	� ���
� ����� ���
���	�

���������	���	���������
��	����	�

���������	���	���������
��	�



	���� �������������	���� �������������



,����	�,����	�



!�"� #������� ���������������������!�"� #������� ���������������������



(�	����(����*���	�(�	����(����*���	�



11-- ATM machine as usual ?ATM machine as usual ?



22-- Is there an additional slot ?Is there an additional slot ?

FALSE slot Fixed to 
the original card 
slot. (Same color 
and sticker ). 
Contains additional 
card reader to copy 
your card 
information ..and 
duplicate your card



33-- A monitor and  pamphlet holder at the side...nothin g wrongA monitor and  pamphlet holder at the side...nothin g wrong



55--False pamphlet box affixed to the ATM cubicle sideFalse pamphlet box affixed to the ATM cubicle side

The micro camera at 
the side can view the 
KEYPAD and also the 
monitor to send 
wireless picture up to 
200metres.



66--Inside the Inside the ““ pamphlet boxpamphlet box ””

Camera positioned at 
correct angle to view 
keypad and monitor

Camera Battery;

Transmission Antenna
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99) ) PHISHINGPHISHING
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1010)) SpoofingSpoofing
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• My father left me $40 million in his 
will, but I have to bribe government 
officials to get it out

• The Nigerian National Petroleum 
Company has discovered oil, and we 
as officials of that company want to 
insider acquire the land, but we 
need an Indian  front man to 
purchase it first for us

• We just sold a bunch of crude oil in 
Nigeria, but we have to bribe the 
banker to get it out

• The Nigerian government overpaid 
on some contract, and they need a 
front man to get it out of the country 
before the government discovers its 
error
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'% D.C.P. (preventive) : 22612090
A.C.P. (Cybercell) : 22620111
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